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CONFIDENTIALITY AND NON-DISCLOSURE UNDERTAKING 
 

 
I, _________________________________, a Filipino citizen, of legal age and with  

(Full Name) 
residence at                                                                                                                                                        
,                                                                                                      
                                                                                 (Address) 

after being sworn in accordance with law, hereby declare that:    
 

 
1. I am                                         of  

(position)         (department/institute/office) 

of the University of the Philippines  OR I am performing services for the University 
of the Philippines under a job order or as an independent contractor (insert 
appropriate description) and am executing this  undertaking   in favor of the 
UNIVERSITY OF THE PHILIPPINES SYSTEM (“UP ”). 

 

2. In the course of performing services for UP I may have access to or come across  
confidential information  in the possession of,  or being maintained by,    the UP 
System which includes confidential information of the System and Constituent 
University offices, its students, personnel, research partners or collaborators   or 
other third persons. Confidential information is information that would be 
reasonably understood as confidential as the same is non-public information about 
a person or an entity that, if disclosed, could reasonably be expected to place either 
the person or the entity at risk of criminal or civil liability, or damage the person or 
entity's financial interests or standing, employability, privacy or reputation etc.  
such that access thereto is limited only to those with a need to know by reason of 
the performance of their functions whether or not the information is in writing or in 
a material form or has or has not been marked as confidential.  It  includes but is 
not limited to: 

 
a. personal information as defined under the Philippine Data Privacy Act (DPA). 

It is   any information whether recorded in a material form or not, from which the 
identity of an individual is apparent or can be reasonably and directly ascertained by 
the entity holding the information, or when put together with other information would 

directly and certainly identify an individual e.g. home addresses and other contact 
details  of students, personnel or persons who have contracts with UP. 
 

b. sensitive personal information as defined under the DPA which   includes 
personal information  

 
(1) About an individual’s race, ethnic origin, marital status, age, color, and religious, 
philosophical or political affiliations; 
(2) About an individual’s health, education, genetic or sexual life of a person, or to any 
proceeding for any offense committed or alleged to have been committed by such 
person, the disposal of such proceedings, or the sentence of any court in such 
proceedings; 

(3) Issued by government agencies peculiar to an individual which includes, but 
not limited to, social security numbers, previous or current health records, 
licenses or its denials, suspension or revocation, and tax returns; and 
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(4) Specifically established by an executive order or an act of Congress to be 
kept classified. 

c. Privileged information refers to any and all forms of data which under the Rules 
of Court and other pertinent laws constitute privileged communication 

d. proprietary information such as trade secrets, confidential research data,   
information the disclosure of which would prejudice intellectual property rights 

  e. confidential information pertaining to UP operations such as transcripts of 
meetings,  internal reports, internal memoranda,  drafts of decisions as well as 
other information that are exceptions to the right to freedom of information 
under the IRR of RA 6713.  

f.   usernames, passwords, access codes  and the like 

g.  information that is confidential under other applicable laws  

h.  information obtained by the University from third parties under non-disclosure 
agreements or any other contract that designates third party information as 
confidential 

3) I undertake that I shall: 
a) process or perform operations on confidential information including, but not 

limited to access, collection, reproduction, recording, organization, storage, 
updating or modification, retrieval, consultation, use, disclosure, consolidation, 
blocking, erasure or destruction only if reasonably necessary to fulfill my duties 
and the processing is allowed under applicable laws such as the DPA and the 
Code of Conduct and Ethical Standards for Public Officials and Employees. 
i. Under the DPA, the processing of personal information shall be permitted 

only if not otherwise prohibited by law, and when at least one of the following 
conditions exists: 

(a) The data subject has given his or her consent; 

(b) The processing of personal information is necessary and is related to 
the fulfillment of a contract with the data subject or in order to take steps at 
the request of the data subject prior to entering into a contract; 

(c) The processing is necessary for compliance with a legal obligation to 
which the personal information controller is subject; 

(d) The processing is necessary to protect vitally important interests of the 
data subject, including life and health; 

(e) The processing is necessary in order to respond to national emergency, 
to comply with the requirements of public order and safety, or to fulfill 
functions of public authority which necessarily includes the processing of 
personal data for the fulfillment of its mandate; or 

(f) The processing is necessary for the purposes of the legitimate interests 
pursued by the personal information controller or by a third party or parties 
to whom the data is disclosed, except where such interests are overridden 
by fundamental rights and freedoms of the data subject which require 
protection under the Philippine Constitution. 
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ii. Under the DPA, the processing of sensitive personal information and 
privileged information shall be prohibited, except in the following cases: 

(a) The data subject has given his or her consent, specific to the purpose 
prior to the processing, or in the case of privileged information, all parties to 
the exchange have given their consent prior to processing; 

(b) The processing of the same is provided for by existing laws and 
regulations: Provided, That such regulatory enactments guarantee the 
protection of the sensitive personal information and the privileged 
information: Provided, further, That the consent of the data subjects are not 
required by law or regulation permitting the processing of the sensitive 
personal information or the privileged information; 

(c) The processing is necessary to protect the life and health of the data 
subject or another person, and the data subject is not legally or physically 
able to express his or her consent prior to the processing; 

(d) The processing is necessary to achieve the lawful and noncommercial 
objectives of public organizations and their associations: Provided, That 
such processing is only confined and related to the bona fide members of 
these organizations or their associations: Provided, further, That the 
sensitive personal information are not transferred to third parties: Provided, 
finally,That consent of the data subject was obtained prior to processing; 

(e) The processing is necessary for purposes of medical treatment, is carried 
out by a medical practitioner or a medical treatment institution, and an 
adequate level of protection of personal information is ensured; or 

(f) The processing concerns such personal information as is necessary for 
the protection of lawful rights and interests of natural or legal persons in court 
proceedings, or the establishment, exercise or defense of legal claims, or 
when provided to government or public authority. 

 b. consult and seek guidance from relevant University offices in the event I am 
unsure of whether I am authorized to process or perform operations (access, copy 
use, disclose etc as stated in 3.a. above) on confidential information.  

c. exercise due diligence in safeguarding the confidentiality of such information by 
preventing unauthorized processing of  such information by others such as by 
locking or logging off the computer when not in use, not leaving the  office 
unattended or unlocked, keeping  hard copies of Confidential Information in a 
secure place (e.g., locked drawer or cabinet) when not in active use, shredding  
such hard copies when no longer needed in accordance with instructions given by 
the proper official,  University policy, or any applicable contractual agreement or 
law. 

d. report any  unauthorized  or accidental processing of Confidential Information 
to the proper office.   
 
e. report the unlawful or accidental processing of personal or sensitive personal 
information to the proper head of office and data protection officer.  

 
f. return and/or destroy all Confidential Information and make the appropriate 
certification  regarding the return and/or destruction of such information when 
requested by UP to do so. 
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g. comply with all University policies and procedures applicable to Confidential 
Information such as the UP System Acceptable Use Policy for Information 
Technology Resources of the UP System.  

 h. not act for personal gain or to the detriment of the University based on 
Confidential Information to which I have access or which is in my possession.   

4. I agree that my obligations pursuant to this undertaking apply to Confidential 

Information that I came across or had access to from the time my employment or 

engagement with the University commenced and that such obligations will survive 

the tenure of my employment/engagement with the University. 

 

5. I agree that in the event I previously executed a confidentiality or non-disclosure 

agreement or undertaking in favor of UP that the obligations contained in this 

undertaking are in addition to those contained in such prior agreement or 

undertaking. 

 

6. I understand that if I fail to comply with this undertaking, such violation may be a   

ground for UP to take appropriate disciplinary and/or legal action against me. I am 

also aware that the DPA provides for criminal penalties (imprisonment and a fine) 

for unauthorized processing of personal and sensitive personal information.  

 

 

 

 

 Signature over Printed Name & Date 

 

 

 

WITNESS: 

 

 

  Signature over Printed Name & Date 

 

 

 

 

SUBSCRIBED AND SWORN to before me this ____day of __________, affiant exhibiting 
to me his/her government issued identification card: PGH ID# ______________. 

 

 

 

       Deputy Director for Administration 

       Authorized to Administer Oath 

       (Sec. 52 P.D. 807) 


